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FRUHZRUG 
 
SingapoUe iV a Common CUiWeUia CeUWificaWe AXWhoUiVing NaWion, XndeU Whe 
Common CUiWeUia RecogniWion AUUangemenW (CCRA). The cXUUenW liVW of VignaWoU\ 
naWionV and appUoYed ceUWificaWion VchemeV can be foXnd aW Whe CCRA poUWal:  
 
hWWpV://ZZZ.commoncUiWeUiapoUWal.oUg 
 
The SingapoUe Common CUiWeUia Scheme (SCCS) iV eVWabliVhed Wo pUoYide a coVW 
effecWiYe Uegime foU Whe info-commXnicaWionV Wechnolog\ (ICT) indXVWU\ Wo eYalXaWe 
and ceUWif\ WheiU IT pUodXcWV againVW Whe UeqXiUemenWV of Whe Common CUiWeUia foU 
InfoUmaWion Technolog\ SecXUiW\ EYalXaWion (CC), VeUVion 3.1 (ISO/IEC 15408) 
and Common MeWhodolog\ foU InfoUmaWion Technolog\ SecXUiW\ EYalXaWion (CEM) 
VeUVion 3.1 (ISO/IEC 18045) in SingapoUe.  
 
The SCCS iV oZned and managed b\ Whe CeUWificaWion Bod\ (CB) XndeU Whe ambiW 
of C\beU SecXUiW\ Agenc\ of SingapoUe (CSA).  
 
The SCCS ceUWificaWion VignifieV WhaW Whe WaUgeW of eYalXaWion (TOE) XndeU 
eYalXaWion haV been aVVeVVed and foXnd Wo pUoYide Whe Vpecified IT VecXUiW\ 
aVVXUance. HoZeYeU, ceUWificaWion doeV noW gXaUanWee abVolXWe VecXUiW\ and 
VhoXld alZa\V be Uead ZiWh Whe paUWicXlaU VeW of WhUeaWV VoXghW Wo be addUeVVed 
and aVVXmpWionV made in Whe pUoceVV of eYalXaWion.  
 
ThiV ceUWificaWion iV noW an endoUVemenW of Whe pUodXcW. 
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Amendment Record 
 
VHUVLRQ DDWH CKDQJHV 
1.0 23 JXl\ 2018 ReleaVed 
2.0 1 FebUXaU\ 2019 CoYeUed XndeU CCRA 

 
 
 
 
 
 

NOTICE 
The C\beU SecXUiW\ Agenc\ of SingapoUe makeV no ZaUUanW\ of an\ kind ZiWh 
UegaUd Wo WhiV maWeUial and Vhall noW be liable foU eUUoUV conWained heUein oU 
foU incidenWal oU conVeqXenWial damageV in connecWion ZiWh Whe XVe of WhiV 
maWeUial. 
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Executive Summary 
 
ThiV UepoUW iV inWended Wo aVViVW Whe end-XVeU of Whe pUodXcW in deWeUmining Whe 
VXiWabiliW\ of Whe pUodXcW in WheiU deplo\ed enYiUonmenW. 
 
The TaUgeW of EYalXaWion (TOE) iV DiVkCU\pW M100 (EnWeUpUiVe) ID: 9910-8000-
1239, VeUVion: M253P15AO206. IW iV a poUWable USB encU\pWed VWoUage deYice 
and haV XndeUgone Whe CC ceUWificaWion pUocedXUe aW Whe SingapoUe Common 
CUiWeUia Scheme (SCCS). The TOE compUiVeV Whe folloZing componenWV: 
 

o DiVkCU\pW M100 (EnWeUpUiVe) 
o DiVkCU\pW M100 AdminiVWUaWoU¶V GXide, VeUVion 1.0.0 (pUoYided in PDF 

foUmaW in CD deliYeUed ZiWh TOE)  
o DiVkCU\pW M100 UVeU ManXal, IVVXe A (pUoYided in haUdcop\ deliYeUed 

ZiWh TOE)  
o 2.5 inch SATA haUd diVk 

 
The TOE iV a poUWable USB encU\pWed VWoUage deYice WhaW pUoYideV a fXll diVk 
encU\pWion/decU\pWion fXncWion foU XVeU daWa UeViding in Whe 2.5´ SATA haUd diVk 
ZiWhin Whe TOE. The TOE inWeUopeUaWeV ZiWh an aXWhoUiVed paiUed VmaUWcaUd 
(WhaW VWoUeV Whe inpXW ke\ing maWeUial Wo Whe ke\ deUiYaWion fXncWion foU Whe DaWa 
EncU\pWion Ke\ ± DEK). UVeU mXVW pUoYide Whe paiUed VmaUWcaUd and Whe pin Wo 
Whe VmaUWcaUd befoUe acceVV Wo Whe XVeU daWa iV gUanWed. 
 
The eYalXaWion of Whe TOE haV been caUUied oXW b\ An SecXUiW\ PWe LWd, a 
pUoYiVionall\ appUoYed CC WeVW laboUaWoU\, aW Whe aVVXUance leYel CC EAL2 and 
compleWed on 23 JXl\ 2018. The ceUWificaWion bod\ moniWoUed each eYalXaWion 
Wo enVXUe a haUmoniVed pUocedXUe and inWeUpUeWaWion of Whe cUiWeUia haV been 
applied. 
 
The SecXUiW\ TaUgeW [1] iV Whe baViV foU WhiV ceUWificaWion. IW iV noW baVed on a 
ceUWified PUoWecWion PUofile.  
 
The SecXUiW\ AVVXUance ReqXiUemenWV (SARV) aUe baVed enWiUel\ on Whe 
aVVXUance componenWV defined in PaUW 3 of Whe Common CUiWeUia [2]. The TOE 
meeWV Whe aVVXUance UeqXiUemenWV of EAL 2. 
 
The SecXUiW\ FXncWional ReqXiUemenWV (SFRV) UeleYanW foU Whe TOE aUe oXWlined 
in chapWeU 6.2 of Whe SecXUiW\ TaUgeW [1].The SecXUiW\ TaUgeW claimV confoUmance 
Wo CC PaUW 2 [3]. 
 
The SFRV aUe implemenWed b\ Whe folloZing TOE SecXUiW\ FXncWionaliW\: 

 
TOE SecXUiW\ FXncWionaliW\  
IdenWificaWion and 
AXWhenWicaWion 

IdenWificaWion 
Each VmaUWcaUd iV paiUed Wo a TOE b\ a 
³MaWchID´. The MaWchID iV UeqXiUed foU boWh 
UVeU and AdminiVWUaWoU acceVV. The MaWchID 
of Whe VmaUWcaUd iV YeUified againVW Whe 
MaWchID VWoUed in Whe TOE.  
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UVeUV aUe fiUVW UeqXiUed Wo inVeUW a paiUed 
VmaUWcaUd conWaining Whe coUUecW SKM. Upon 
VXcceVVfXl idenWificaWion of Whe VmaUWcaUd 
(MaWchID), Whe SKM Zill be alloZed Wo be 
impoUWed b\ Whe TOE alloZing decU\pWion of 
Whe daWa (MaVWeU BooW RecoUd, file allocaWion 
Wable, eWc) Wo enable acceVV Wo Whe XVeU daWa 
in Whe encU\pWed haUd diVk. In Whe eYenW WhaW 
an XnpaiUed VmaUWcaUd iV inVeUWed, no acceVV 
Wo Whe decU\pWion/encU\pWion fXncWion iV 
alloZed. 
 
AXWhenWicaWion 
AdminiVWUaWoU, VimilaUl\, iV UeqXiUed Wo inVeUW a 
paiUed VmaUWcaUd and aXWhenWicaWe 
VXcceVVfXll\ Wo Whe TOE Wo VXcceVVfXll\ 
inYoke an\ Admin fXncWion (modificaWion of: 
Admin PIN, lockoXW mode, DKM, MaWchID) of 
Whe TOE. The adminiVWUaWoU iV UeqXiUed Wo 
enWeU a 8-digiW PIN Wo aXWhenWicaWe Wo Whe 
TOE. The TOE mainWainV a coXnWeU of Whe 
nXmbeU of failed conVecXWiYe Admin 
aXWhenWicaWion aWWempWV. All acceVV Wo 
adminiVWUaWiYe fXncWionV Zill be blocked afWeU 
8 conVecXWiYe ZUong PIN enWUieV. In Whe 
eYenW, WhaW an XnpaiUed VmaUWcaUd iV 
inVeUWed, onl\ acceVV Wo Whe Admin fXncWionV: 
iniWiali]e VmaUWcaUd Vhall be alloZed Xpon 
VXcceVVfXl aXWhenWicaWion. 
 
The TOE iV alVo deVigned ZiWh a ³lockoXW 
mode´ feaWXUe. If lockoXW mode iV enabled, 
Whe TOE aXWomaWicall\ enWeUV inWo an 
XnaXWhenWicaWed VWaWe ZheneYeU Whe 
VmaUWcaUd iV UemoYed. ThiV ZoXld UeqXiUe 
XVeUV Wo Ue-peUfoUm Whe aXWhenWicaWion 
pUoceVV Wo gain XVeU acceVV. ThiV iV enabled 
b\ defaXlW. 
 

CU\pWogUaphic SXppoUW The TOE pUoYideV cU\pWogUaphic fXncWion 
VXch aV V\mmeWUic daWa 
encU\pWion/decU\pWion and inWegUiW\ 
YeUificaWion XVing haVh fXncWionV.  
 
The SKM UeWUieYed fUom Whe inVeUWed 
VmaUWcaUd and Whe DKM WhaW iV VWoUed in Whe 
TOE aUe XVed aV inpXWV Wo a ke\ deUiYaWion 
fXncWion Wo geneUaWe Whe DEK. The DEK iV 
When loaded inWo Whe cU\pWogUaphic modXle of 
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Whe TOE ZheUe Whe MBR oU file allocaWion 
Wable Zill be decU\pWed and VenW Wo Whe hoVW 
PC; WheUeafWeU XVeU ma\ acceVV Whe 
encU\pWed haUd diVk of Whe TOE.  
 
The TOE¶V cU\pWogUaphic modXle XWili]eV Whe 
DEK Wo peUfoUm Ueal Wime daWa encU\pWion 
and decU\pWion Zhen daWa iV WUanVfeUUed fUom 
hoVW machine Wo encU\pWed haUd diVk and 
Yice YeUVa. EncU\pWion and decU\pWion of XVeU 
daWa iV peUfoUmed in accoUdance Wo Whe 
cU\pWogUaphic algoUiWhm AES-256 XTS 
mode.  
 

SecXUiW\ ManagemenW The TOE pUoYideV Whe folloZing 
adminiVWUaWiYe fXncWionV Wo Whe AdminiVWUaWoU: 
1) PaiUing of legiWimaWe VmaUWcaUd Wo TOE 
2) Enable/diVable Whe VmaUWcaUd lockoXW 
mode. 
3) Change of Admin PIN. 
4) DKM injecWion (deYice VeWXp) 
 
OpWion 1 enableV Whe AdminiVWUaWoU Wo paiU a 
VmaUWcaUd ZiWh a TOE XVing Whe VmaUWcaUd¶V 
MaWchID aWWUibXWe. The VmaUWcaUd¶V MaWchID 
iV VWoUed in Whe TOE.  
 
OpWion 2 enableV Whe AdminiVWUaWoU Wo 
enable/diVable Whe lockoXW mode (enabled b\ 
defaXlW). When lockoXW mode iV enabled, Whe 
TOE Zill enWeU inWo an XnaXWhenWicaWed VWaWe 
ZheneYeU Whe VmaUWcaUd iV UemoYed fUom Whe 
TOE.  
 
OpWion 3 enableV Whe AdminiVWUaWoU Wo 
change Whe Admin PIN. The Admin PIN mXVW 
be 8 digiWV in lengWh and Zill be VWoUed aV a 
haVh (SHA1) ZiWhin Whe TOE.  
 
OpWion 4 enableV Whe AdminiVWUaWoU Wo injecW 
Whe DKM (fUom Whe AdminiVWUaWoU VmaUWcaUd) 
inWo Whe TOE dXUing deYice VeWXp.  
 
The TOE enWeUV inWo a ³halW´ VWaWe Xpon Whe 
VXcceVVfXl inYocaWion of each of Whe foXU 
adminiVWUaWiYe fXncWionV. The AdminiVWUaWoU 
iV UeqXiUed Wo aXWhenWicaWe again VhoXld Whe\ 
ZanW Wo inYoke an\ of Whe adminiVWUaWiYe 
fXncWion again.  
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PUoWecWion of Whe TSF The TOE peUfoUmV a POST Xpon eYeU\ 
poZeU Xp Wo peUfoUm inWegUiW\ checkV on Whe 
MCU, a cUiWical VXbV\VWem of Whe TOE. In Whe 
eYenW of an\ POST failXUe, Whe TOE Zill enWeU 
a ³halW´ VWaWe. POST inclXdeV Whe folloZing 
WeVWV:  
1) LED DiVpla\ TeVW 
2) MemoU\ Read/WUiWe TeVW (inclXdeV MCU¶V 
inWeUnal RAM) 
3) ROM (EEPROM) InWegUiW\ Check  
4) SHA-1 HaVh Check 
 
The cU\pWogUaphic modXle peUfoUmV a 
KnoZn AnVZeU TeVW (KAT) ZheneYeU iW iV 
enabled. The TOE peUfoUmV ]eUoiVaWion of all 
paUameWeUV (e.g. DEK) Xpon failXUe of Whe 
KAT. 
 
In Whe eYenW of failXUe of an\ of Whe aboYe 
Velf-WeVWV, Whe TOE enWeUV inWo a ³halW´ and 
VecXUe VWaWe, and Whe ³ERROR´ LED Zill be 
lighWed Xp. In WhiV VWaWe, Whe TOE iV non-
opeUaWional. 
 
The TOE iV alVo hoXVed in a WampeU eYidenW 
caVing ZheUe an\ ph\Vical WampeUing Wo Whe 
TOE can be YiVXall\ deWecWed.  
 

Table 1: TOE SecXUiW\ FXncWionaliWieV 

 
PleaVe UefeU Wo Whe SecXUiW\ TaUgeW [1] foU moUe infoUmaWion. 
 
The aVVeWV Wo be pUoWecWed b\ Whe TOE haV been defined. BaVed on WheVe 
aVVeWV, Whe TOE SecXUiW\ PUoblem DefiniWion haV been defined in WeUmV of 
AVVXmpWionV, ThUeaWV and OUganiVaWion PolicieV. TheVe aUe oXWlined in ChapWeU 
3 of Whe SecXUiW\ TaUgeW [1]. 
 
ThiV CeUWificaWion coYeUV Whe configXUaWionV of Whe TOE aV oXWlined in chapWeU 
5.3 of Whe UepoUW. 
 
The ceUWificaWion UeVXlWV onl\ appl\ Wo Whe YeUVion of Whe pUodXcW indicaWed in Whe 
ceUWificaWe and on Whe condiWion WhaW all Whe VWipXlaWionV aUe kepW aV deWailed in 
WhiV CeUWificaWion RepoUW. ThiV ceUWificaWe applieV onl\ Wo Whe Vpecific YeUVion and 
UeleaVe of Whe IT pUodXcW in iWV eYalXaWed configXUaWion. ThiV ceUWificaWe iV noW an 
endoUVemenW of Whe IT pUodXcW b\ SCCS, and no ZaUUanW\ of Whe IT pUodXcW b\ 
SCCS, iV eiWheU e[pUeVVed oU implied. 
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1 CHUWLILFDWLRQ 

1.1 PURFHGXUH 
The ceUWificaWion bod\ condXcWV Whe ceUWificaWion pUocedXUe accoUding Wo Whe 
folloZing cUiWeUia: 

� Common CUiWeUia foU InfoUmaWion Technolog\ SecXUiW\ EYalXaWion, 
VeUVion 3.1 ReYiVion 5 [4] [3] [2]; 

� Common MeWhodolog\ foU IT SecXUiW\ EYalXaWion (CEM), VeUVion 3.1 
ReYiVion 5 [5]; and  

� SCCS Vcheme pXblicaWionV [6] [7] [8] 

1.2 RHFRJQLWLRQ AJUHHPHQWV 
The inWeUnaWional aUUangemenW on Whe mXWXal UecogniWion of ceUWificaWeV baVed 
on Whe Common CUiWeUia RecogniWion AUUangemenW had been UaWified on 2 JXl\ 
2014. The aUUangemenW coYeUV ceUWificaWeV ZiWh claimV of compliance againVW 
collaboUaWiYe pUoWecWion pUofileV (cPPV) oU eYalXaWion aVVXUance leYelV (EALV) 
1 WhUoXgh 2 and ALC_FLR. 
The Common CUiWeUia RecogniWion AUUangemenW maUk pUinWed on Whe ceUWificaWe 
indicaWeV WhaW WhiV ceUWificaWion iV UecogniVed XndeU Whe WeUmV of WhiV agUeemenW 
b\ all VignaWoU\ naWionV liVWed on Whe CC Zeb poUWal 
(hWWp://ZZZ.commoncUiWeUiapoUWal.oUg). 
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2 VDOLGLW\ RI WKH CHUWLILFDWLRQ RHVXOW 
ThiV CeUWificaWion RepoUW onl\ applieV Wo Whe YeUVion of Whe TOE aV indicaWed. 
The CeUWificaWe iV Yalid Will 22 JXO\ 20231.  
In caVeV of changeV Wo Whe ceUWified YeUVion of Whe TOE, Whe YalidiW\ ma\ be 
e[Wended Wo neZ YeUVionV and UeleaVeV pUoYided Whe TOE VponVoU applieV foU 
AVVXUance ConWinXiW\ (i.e. Ue-ceUWificaWion oU mainWenance) of Whe UeYiVed TOE, 
in accoUdance ZiWh Whe UeqXiUemenWV of Whe SingapoUe Common CUiWeUia 
Scheme (SCCS). 
The oZneU of Whe CeUWificaWe iV obliged: 

� When adYeUWiVing Whe CeUWificaWe oU Whe facW of Whe pUodXcW¶V ceUWificaWion, 
Wo UefeU Wo and pUoYide Whe CeUWificaWion RepoUW, Whe SecXUiW\ TaUgeW and 
XVeU gXidance docXmenWaWion heUein Wo an\ cXVWomeU of Whe pUodXcW foU 
Whe applicaWion and XVage of Whe ceUWified pUodXcW; 

� To infoUm Whe SCCS immediaWel\ aboXW YXlneUabiliWieV of Whe pUodXcW WhaW 
haYe been idenWified b\ Whe deYelopeU oU an\ WhiUd paUW\; and   

� To infoUm Whe SCCS immediaWel\ in Whe caVe WhaW UeleYanW VecXUiW\ 
changeV in Whe eYalXaWed life c\cle haV occXUUed oU Whe confidenWialiW\ of 
docXmenWaWion and infoUmaWion UelaWed Wo Whe TOE oU UeVXlWing fUom Whe 
eYalXaWion and ceUWificaWion pUocedXUe ZheUe Whe ceUWificaWion of Whe 
pUodXcW haV aVVXmed WhiV confidenWialiW\ being mainWained, iV no longeU 
Yalid.   

  

                                                        
 
1 Certificate validity could be extended by means of assurance continuity. Certificate could also be 
revoked under the conditions specified in SCCS Publication 3 [8]. Potential users should check the SCCS 
website (www.csa.gov.sg/programmes/csa-cc-product-list) for the up-to-date status regarding the 
certificate¶s validity.  
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3 IGHQWLILFDWLRQ 
The TaUgeW of EYalXaWion (TOE) iV: 
DLVNCU\SW M100 (EQWHUSULVH), ID: 9910-8000-1239, VHUVLRQ: 
M253P15AO206. 
The folloZing Wable idenWifieV Whe TOE deliYeUableV: 

 

T\pe 
 

Name VeUVion FoUm of DeliYeU\ 

HW DiVkCU\pW M100 ID: 9910-8000-
1239  
VeUVion: 
M253P15AO206 

In-hoXVe coXUieU 
foU local deliYeU\ 
ZiWhin SingapoUe. 
TUXVWed coXUieU 
deliYeU\ foU 
oYeUVeaV deliYeU\ 

DOC DiVkCU\pW M100 UVeU 
ManXal ± HaUdcop\ 
DocXmenW 

IVVXe A, VeUVion 
2.0 
 

In-hoXVe coXUieU 
foU local deliYeU\ 
ZiWhin SingapoUe. 
TUXVWed coXUieU 
deliYeU\ foU 
oYeUVeaV deliYeU\ 

HW 2.5 inch SATA haUd diVk - In-hoXVe coXUieU 
foU local deliYeU\ 
ZiWhin SingapoUe. 
TUXVWed coXUieU 
deliYeU\ foU 
oYeUVeaV deliYeU\ 

DOC DiVkCU\pW M100 
AdminiVWUaWoU¶V GXide 
 
 

VeUVion 1.0.0 PDF foUmaW VWoUed 
ZiWhin CD Wo be 
deliYeUed WogeWheU 
ZiWh TOE. 

Table 2: DeliYeUableV of Whe TOE 

The folloZing Non-TOE componenWV aUe deliYeUed WogeWheU ZiWh Whe TOE: 
T\pe 

 
Name VeUVion FoUm of DeliYeU\ 

HW USB 3.0 cable - In-hoXVe coXUieU 
foU local deliYeU\ 
ZiWhin SingapoUe. 
TUXVWed coXUieU 
deliYeU\ foU 
oYeUVeaV deliYeU\ 
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SW DMS SofWZaUe VeUVion 2.4 BXUnW inWo a CD 
and deliYeUed 
WogeWheU ZiWh Whe 
TOE. 

SW AWP ManageU SofWZaUe VeUVion 4.6 BXUnW inWo a CD 
and deliYeUed 
WogeWheU ZiWh Whe 
TOE. 

DOC DiVkCU\pW Ke\ ManagemenW 
SofWZaUe GXide 

VeUVion 1.0.0 PDF foUmaW VWoUed 
ZiWhin CD Wo be 
deliYeUed WogeWheU 
ZiWh TOE. 

DOC AWP ManageU GXide VeUVion 1.0.0 PDF foUmaW VWoUed 
ZiWhin CD Wo be 
deliYeUed WogeWheU 
ZiWh TOE. 

Table 3: Non-TOE componenWV deliYeUableV WogeWheU ZiWh Whe TOE 

The gXide foU UeceipW and accepWance of Whe aboYe menWioned TOE aUe 
deVcUibed in chapWeU 3 of Whe AdminiVWUaWiYe GXidance [9].  
AddiWional idenWificaWion infoUmaWion UeleYanW Wo WhiV CeUWificaWion pUocedXUe aV 
folloZV: 
 

TOE DiVkCU\pW M100 (EnWeUpUiVe) ID: 9910-8000-1239  
VeUVion: M253P15AO206 

SecXUiW\ TaUgeW DiVkCU\pW M100 (EnWeUpUiVe) SecXUiW\ TaUgeW V2.0, 6 
JXl\ 2018 

CC Scheme SingapoUe Common CUiWeUia Scheme (SCCS) 
MeWhodolog\ Common CUiWeUia foU InfoUmaWion Technolog\ SecXUiW\ 

EYalXaWion, VeUVion 3.1 ReYiVion 5 
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Table 4: AddiWional IdenWificaWion InfoUmaWion 

4 SHFXULW\ PROLF\ 
The TOE¶V SecXUiW\ Polic\ iV e[pUeVVed b\ Whe VelecWed VeW of SFRV and 
implemenWed b\ Whe TOE.  
The TOE implemenWV policieV peUWaining Wo Whe folloZing VecXUiW\ fXncWional 
claVVeV:  

� IdenWificaWion and AXWhenWicaWion 
� CU\pWogUaphic SXppoUW 
� SecXUiW\ ManagemenW 
� PUoWecWion of Whe TSF 

Specific deWailV conceUning Whe aboYe menWioned VecXUiW\ policieV can be foXnd 
in chapWeU 6 of Whe SecXUiW\ TaUgeW [1]. 

5 AVVXPSWLRQV DQG SFRSH RI EYDOXDWLRQ 

5.1 AVVXPSWLRQV 
The aVVXmpWionV defined in Whe SecXUiW\ TaUgeW [1] and Vome aVpecWV of ThUeaWV 
and OUganiVaWional SecXUiW\ PolicieV aUe noW coYeUed b\ Whe TOE iWVelf. TheVe 
aVpecWV lead Wo Vpecific VecXUiW\ objecWiYeV Wo be fXlfilled b\ Whe TOE 
enYiUonmenW and aUe liVWed in Whe WableV beloZ: 
 

UVage AVVXmpWionV DeVcUipWion 

OE. ADMIN The TOE XVeUV mXVW opeUaWe Whe 
TOE in accoUdance Wo Whe XVeU 
gXidance docXmenWaWion. 
 

OE.TRUSTED_USER The TOE XVeUV mXVW opeUaWe Whe 
TOE in accoUdance Wo Whe XVeU 
gXidance docXmenWaWion. 
 

Table 5: UVage AVVXmpWionV 

EnYiUonmenWal AVVXmpWionV DeVcUipWion 

OE.SMARTCARD The cU\pWogUaphic VmaUWcaUd XVed 
WogeWheU ZiWh Whe TOE mXVW confoUm 
Wo Whe folloZing: 

x SecXUe SignaWXUe CUeaWion 
DeYice PUoWecWion PUofile T\pe 2 
Y1.04, EAL 4+  

x SecXUe SignaWXUe CUeaWion 
DeYice PUoWecWion PUofile T\pe 3 
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Y1.05, EAL 4+ 
 

Table 6: EnYiUonmenWal AVVXmpWionV 

DeWailV can be foXnd in VecWion 4.2 of Whe SecXUiW\ TaUgeW [1]. 

5.2 CODULILFDWLRQ RI SFRSH 
The Vcope of eYalXaWion iV limiWed Wo WhoVe claimV made in Whe SecXUiW\ TaUgeW 
[1]. 

5.3 EYDOXDWHG CRQILJXUDWLRQ 
The eYalXaWed configXUaWion iV a poUWable USB encU\pWed VWoUage deYice WhaW 
pUoYideV fXll diVk encU\pWion/decU\pWion fXncWion on XVeU daWa UeViding in Whe 2.5´ 
SATA haUd diVk ZiWhin Whe TOE. The TOE inWeUopeUaWeV ZiWh an aXWhoUiVed 
paiUed e[WeUnal VmaUWcaUd WhaW VWoUeV Whe inpXW ke\ing maWeUial Wo Whe ke\ 
deUiYaWion fXncWion foU Whe DaWa EncU\pWion Ke\ (DEK). AlWhoXgh Whe SATA haUd 
diVk iV conVideUed paUW of Whe TOE, b\ iWVelf, iW doeV noW implemenW an\ VecXUiW\ 
fXncWionV. SmaUWcaUd lockoXW mode iV enabled b\ defaXlW. 

  
 

Figure 1: Evaluated configuration 

5.4 NRQ-EYDOXDWHG FXQFWLRQDOLWLHV 
PoWenWial XVeUV of Whe TOE aUe adYiVed WhaW Vome fXncWional and VeUYiceV haYe 
noW been eYalXaWed aV paUW of Whe eYalXaWion. PoWenWial XVeUV of Whe TOE Vhall 
caUefXll\ conVideU WheiU UeqXiUemenWV foU XVing fXncWionV and VeUYiceV oXWVide of 
Whe eYalXaWed configXUaWion. 
TheVe non-eYalXaWed fXncWionaliWieV inclXde: 

� A la\eU of epo[\ iV applied oYeU Whe enWiUe PCB. While iW ZaV WeVWed WhaW 
baVic WampeUing meWhodV VXch aV VcUapping ZoXld UeVXlW in caXVing 

SKM 
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YiVible maUkV Wo Whe epo[\, no aVVXUance claimV ZeUe made. ThiV feaWXUe 
iV noW mapped Wo Whe FPT_PHP.1 defined in Whe SecXUiW\ TaUgeW [1]. 

5.5 NRQ-TOE FRPSRQHQWV 
The TOE UeqXiUeV addiWional componenWV (i.e. haUdZaUe/VofWZaUe/fiUmZaUe) foU 
iWV opeUaWion. TheVe non-TOE componenWV inclXde: 

� DCM SmaUWcaUd 
� DiVkCU\pW Ke\ ManagemenW SofWZaUe 
� AWP ManageU SofWZaUe 
� HoVW WoUkVWaWion 

MoUe infoUmaWion iV aYailable in VecWion 1.3.2 of Whe SecXUiW\ TaUgeW [1]. 
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6 AUFKLWHFWXUH DHVLJQ IQIRUPDWLRQ 
The geneUal aUchiWecWXUe conViVWV of 4 VXbV\VWemV. 
 

 
 

Figure 2: Subsystems of TOE 
 

SXEV\VWHP DHVFULSWLRQ 
Ke\pad 
 

The Ke\pad VXbV\VWem compUiVeV Whe ke\pad and 
CapSenVe conWUolleU modXleV WhaW pUoYide XVeUV Whe 
inWeUface foU inpXW and VWaWXV XpdaWe of Whe TOE. The 
ke\pad VXbV\VWem eVVenWiall\ pUoYideV Whe meanV foU 
XVeUV Wo aXWhenWicaWe Whe VmaUWcaUd inVeUWed b\ 
capWXUing Whe XVeU inpXW PIN and WUanVfeUUing iW Wo Whe 
VmaUWcaUd Yia Whe MCU VXbV\VWem. AdminiVWUaWoUV alVo 
inYoke adminiVWUaWiYe fXncWionV and aXWhenWicaWe Wo Whe 
TOE Yia Whe ke\pad VXbV\VWem. (SFR-VXppoUWing 
VXbV\VWem) 
 

MCU The MCU SXbV\VWem UeceiYeV inpXWV fUom Whe Ke\pad 
SXbV\VWem and pUoYideV oXWpXW (VWaWXV) WhUoXgh Whe 
Ke\pad. The MCU VXbV\VWem ZoXld UeceiYe and 
pUeVenW Whe XVeU inpXW PIN Wo Whe VmaUWcaUd Wo be 
YeUified. Upon VXcceVVfXl XVeU login, Whe DEK iV feWched 
fUom Whe VmaUWcaUd and VWoUed on Whe MCU¶V RAM 
modXle befoUe being WUanVfeUUed Wo Whe cU\pWogUaphic 
modXle. The MCU SXbV\VWem implemenWV Whe 
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IdenWificaWion and aXWhenWicaWion of XVeUV, 
cU\pWogUaphic fXncWionV VXch aV haVhing, Velf-WeVW and 
all of Whe adminiVWUaWiYe fXncWionV. (SFR-EnfoUcing 
VXbV\VWem) 
 

SmaUWcaUd The SmaUWcaUd VXbV\VWem opeUaWeV ZiWh a VmaUWcaUd 
WhaW VWoUeV Whe DEK and MaWchID. ThiV VXbV\VWem 
conViVWV of Whe VmaUWcaUd holdeU modXle foU boWh XVeUV 
and adminiVWUaWoUV Wo inVeUW WheiU VmaUWcaUd inWo Whe 
TOE foU login. The VmaUWcaUd holdeU iV Whe inWeUface 
WhUoXgh Zhich TSF daWa (DEK, maWchID) iV feWched 
fUom Whe inVeUWed (Wagged) VmaUWcaUd. The feWched TSF 
daWa iV VenW Wo Whe MCU VXbV\VWem foU pUoceVVing. 
DXUing XVeU login, Whe MCU UeWUieYeV Whe XVeU PIN fUom 
Whe ke\pad VXbV\VWem and VendV iW Wo Whe VmaUWcaUd 
Yia Whe VmaUWcaUd holdeU inWeUface. The MCU 
commXnicaWeV ZiWh Whe VmaUWcaUd Yia APDU 
commandV. (SFR-SXppoUWing VXbV\VWem) 
 

CU\pWo The CU\pWogUaphic VXbV\VWem conViVWV of Whe 
cU\pWogUaphic modXle, a flaVh modXle and Whe USB Wo 
SATA conWUolleU modXle.  
Upon VXcceVVfXl XVeU login, Whe cU\pWo VXbV\VWem iV 
enabled and Whe cU\pWogUaphic modXle Zill peUfoUm a 
KnoZn AnVZeU TeVW (KAT) Wo enVXUe coUUecW 
fXncWionaliW\. AfWeU VXcceVVfXl KAT, Whe cU\pWogUaphic 
modXle ma\ pUoceed Wo peUfoUm on-Whe-fl\ daWa 
encU\pWion and decU\pWion opeUaWionV XVing AES XTS 
algoUiWhm. The DEK iV VWoUed in Whe inWeUnal RAM of Whe 
cU\pWogUaphic modXle. IW alVo conWainV Whe USB Wo SATA 
conWUolleU (BUidge) modXle WhaW iV in-bXilW ZiWhin Whe 
cU\pWo ModXle. IW pUoYideV Whe connecWion beWZeen Whe 
HoVW PC Wo Whe haUd diVk dUiYe (SATA II) Yia Whe 
cU\pWogUaphic modXle.  ThiV modXle pUoYideV a 
commXnicaWion link. (SFR-EnfoUcing VXbV\VWem) 
 

Table 7: SXbV\VWemV of TOE 

7 DRFXPHQWDWLRQ 
The eYalXaWed docXmenWaWion aUe liVWed in Table 2: DeliYeUableV of Whe TOE and 
iV being pUoYided ZiWh Whe pUodXcW Wo Whe cXVWomeU. TheVe docXmenWaWion 
conWainV Whe UeqXiUed infoUmaWion foU VecXUe XVage of Whe TOE in accoUdance 
ZiWh Whe SecXUiW\ TaUgeW. The docXmenWaWion iV Vhipped VecXUel\ WogeWheU ZiWh 
Whe TOE. 
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8 IT PURGXFW THVWLQJ 

8.1 DHYHORSHU THVWLQJ  

8.1.1 THVW ASSURDFK, FRYHUDJH DQG GHSWK 
The deYelopeU peUfoUmed WeVWing on all SFRV baVed on Whe eYalXaWed 
configXUaWion. FoU Vpecific fXncWionaliWieV ZiWhoXW TSFI, Whe deYelopeUV XVed a 
YeUVion of Whe TOE ZiWhoXW Whe epo[\ and connecW diUecWl\ Wo Whe cU\pWogUaphic 
VXbV\VWem. B\ leYeUaging on Whe MiUcochip IDE and debXggeU, Whe deYelopeU iV 
able Wo VWep WhUoXgh Whe liYe e[ecXWion of Whe codeV. ThiV appUoach alloZed Whe 
deYelopeU Wo YeUif\ Whe coUUecWneVV of implemenWaWion foU VeYeUal fXncWionaliWieV 
VXch aV ]eUoiVaWion of pin and ke\V and enWeUing of halW VWaWe Zhen Velf-WeVWV 
haYe failed. 
The fXncWional VpecificaWion haV idenWified Whe folloZing inWeUfaceV ± ke\pad, 
USB (USB MaVV SWoUage ClaVV BXlk-Onl\ TUanVpoUW) and VmaUWcaUd (ISO/IEC 
7816). The WeVW mapping pUoYided b\ Whe deYelopeU VhoZV WhaW Whe WeVWV coYeU 
all indiYidXal TSFI idenWified foU Whe TOE. An e[WenVion Wo WhiV mapping b\ Whe 
eYalXaWoU alVo VhoZV WhaW Whe TSFI haYe been coYeUed ZiWh Whe deYelopeU¶V WeVW 
VXiWe.    

8.1.2 THVW CRQILJXUDWLRQ 
The baVe VeWXp ZaV XVed b\ boWh deYelopeU and eYalXaWoU foU Whe WeVWing iV 

 
Figure 3: Basic test configuration 

AV menWioned in Whe appUoach aboYe, WeVWing of ceUWain fXncWionaliWieV ZiWhoXW 
an\ e[WeUnall\ YiVible inWeUfaceV ZeUe peUfoUmed XVing oWheU VeWXpV. 
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Figure 4: Test configuration to test functionalities without externally visible interfaces 

The TOE XVed foU WeVWing iV configXUed accoUding Wo Whe DiVkCU\pW M100 
AdminiVWUaWoU¶V GXide ChapWeU 4 & 5 [9]. 

8.1.3 THVW RHVXOWV 
The eYalXaWoU ZaV able Wo folloZ and fXll\ XndeUVWand Whe deYelopeU WeVWing 
appUoach b\ XVing Whe infoUmaWion pUoYided b\ Whe deYelopeU.  
The eYalXaWoU anal\Ved Whe deYelopeU WeVWing coYeUage and Whe depWh of Whe 
WeVWing b\ UeYieZing all WeVW caVeV. The eYalXaWoU foXnd Whe WeVWing of Whe TSF 
Wo be e[WenViYe and coYeUing Whe TSFI aV idenWified in Whe fXncWional 
VpecificaWion aV Zell aV Whe VXbV\VWem inWeUfaceV idenWified in Whe deVign 
docXmenWaWion. The WeVW UeVXlWV pUoYided b\ Whe deYelopeU coYeUed all 
opeUaWional fXncWionV aV deVcUibed in Whe SecXUiW\ TaUgeW [1]. 
All WeVW UeVXlWV fUom all WeVWed enYiUonmenW VhoZed WhaW Whe e[pecWed WeVW UeVXlWV 
aUe idenWical Wo Whe acWXal WeVW UeVXlWV.  

8.2 EYDOXDWRU THVWLQJ (ATE_IND) 

8.2.1 THVW ASSURDFK DQG DHSWK 
To gain confidence WhaW Whe deYelopeU¶V WeVWing ZaV VXfficienW Wo enVXUe Whe 
coUUecW opeUaWion of Whe TOE, Whe eYalXaWoU anal\Ved Whe deYelopeU¶V WeVW 
coYeUage, WeVW planV and pUocedXUeV, e[pecWed and acWXal WeVW UeVXlWV. 
The eYalXaWoU UepeaWed all of Whe deYelopeU WeVWV and YeUified Whe accXUac\ of 
Whe deYelopeU¶V WeVW UeVXlWV. 
The eYalXaWoU fXUWheU deYiVed addiWional WeVWV caVeV foU Whe TOE: 

� VeUificaWion of YiVible VignV of WampeUing Zhen an aWWempW iV made Wo 
UemoYe Whe epo[\ applied oYeU Whe PCBA of Whe TOE XVing heaW and 
Vcalpel. 

� VeUificaWion of YiVible VignV of WampeUing Zhen an aWWempW iV made Wo 
UemoYe Whe epo[\ applied oYeU Whe PCBA of Whe TOE XVing aceWone and 
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Vcalpel. 
� VeUificaWion of YiVible VignV of WampeUing Zhen an aWWempW iV made Wo 

UemoYe Whe acU\lic fUonW panel fUom Whe meWal paUW of Whe encloVXUe. 
� VeUificaWion of YiVible VignV of WampeUing Zhen an aWWempW iV made Wo 

UemoYe Whe plaVWic UeceVV (foU holding inWeUnal HDD) ZiWhin Whe TOE 
encloVXUe Wo e[poVe Whe inWeUnal PCBA. 

� VeUificaWion of Whe coUUecW implemenWaWion of AES-XTS  

8.2.2 THVW CRQILJXUDWLRQ 
The Vame WeVW configXUaWion aV deVcUibed in VecWion 8.1.2.   

8.2.3 THVW RHVXOWV 
The WeVWV ZeUe peUfoUmed pUimaUil\ aW eYalXaWoU¶V ViWe. NoneWheleVV, foU a 
VXbVeW of WeVW caVeV Zhich UeqXiUe acceVV Wo VoXUce code, WheVe ZeUe 
peUfoUmed aW deYelopeU¶V ViWe. All of Whe deYelopeU¶V WeVW ZeUe YeUified b\ Whe 
eYalXaWoU Wo confoUm Wo Whe e[pecWed UeVXlWV fUom Whe WeVW plan.  

8.3 PHQHWUDWLRQ THVWLQJ (AVA_VAN) 
A YXlneUabiliW\ anal\ViV of Whe TOE ZaV condXcWed in oUdeU Wo idenWif\ an\ 
obYioXV YXlneUabiliW\ in Whe TOE and Wo demonVWUaWe WhaW Whe YXlneUabiliWieV ZeUe 
noW e[ploiWable in Whe inWended enYiUonmenW of Whe TOE. 
The geneUal appUoach foU Whe YXlneUabiliW\ anal\ViV iV baVed on Whe folloZing: 

� PXblic domain YXlneUabiliW\ anal\ViV of Whe TOE Vpecific YXlneUabiliW\ 
(boWh haUdZaUe and VofWZaUe); 

� PXblic domain YXlneUabiliW\ anal\ViV of Whe TOE-W\pe YXlneUabiliWieV (i.e. 
YXlneUabiliWieV WhaW aUe geneUic foU USB encU\pWed VWoUage oU FXll DiVk 
EncU\pWion). 

� Anal\ViV of Whe TOE deliYeUableV (ARC, TDS, FSP, AGD eWc). 
The appUoach choVen b\ Whe eYalXaWoU iV commenVXUaWe ZiWh Whe aVVXUance 
componenW choVen (AVA_VAN.2) WUeaWing Whe UeViVWance of Whe TOE Wo an aWWack 
ZiWh Whe BaVic aWWack poWenWial.  
The eYalXaWoU When deYiVed aWWack VcenaUioV ZheUe poWenWial YXlneUabiliWieV 
coXld be e[ploiWed. FoU each VXch aWWack VcenaUio, he fiUVWl\ peUfoUmed a 
WheoUeWical anal\ViV on Whe UelaWed aWWack poWenWial. WheUe Whe aWWack poWenWial 
ZaV BaVic oU neaU Wo BaVic, Whe eYalXaWoU condXcWed peneWUaWion WeVWV foU VXch 
aWWack VcenaUioV. TheUeafWeU Whe eYalXaWoU anal\Ved Whe UeVXlWV of WheVe WeVWV 
ZiWh Whe aim Wo deWeUmine, ZheWheU aW leaVW one of Whe aWWack VcenaUioV ZiWh Whe 
aWWack poWenWial BaVic ZaV acWXall\ VXcceVVfXl. 
AW EAL2, Whe eYalXaWoU foXnd no e[ploiWable YXlneUabiliW\ in Whe TOE Zhen 
opeUaWed in Whe eYalXaWed configXUaWion.  
The folloZing coXld be poVVible aW higheU aWWack poWenWial: 

� TampeUing Whe TOE and/oU TOE¶V e[ecXWing plaWfoUm in Whe abVence of 
TOE XVeU. 
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� SXbVWiWXWion of legiW TOE ZiWh a malicioXV one. 

9 RHVXOWV RI WKH EYDOXDWLRQ 
The EYalXaWion Technical RepoUW (ETR) ZaV pUoYided b\ Whe CCTL in 
accoUdance ZiWh Whe CC, CEM and UeqXiUemenWV of Whe SCCS. AV a UeVXlW of 
Whe eYalXaWion, Whe YeUdicW PASS iV confiUmed foU Whe folloZing aVVXUance 
componenWV: 

� All componenWV of Whe EAL 2 aVVXUance package 
ThiV implieV WhaW Whe TOE VaWiVfieV Whe VecXUiW\ UeqXiUemenWV Vpecified in Whe 
SecXUiW\ TaUgeW [1].  

10 OEOLJDWLRQV DQG UHFRPPHQGDWLRQV IRU WKH XVDJH RI 
WKH TOE 

The docXmenWV aV oXWlined in Wable 2 conWain neceVVaU\ infoUmaWion aboXW Whe 
XVage of Whe TOE and all VecXUiW\ hinWV WheUein haYe Wo be conVideUed. In 
addiWion, all aVpecWV of AVVXmpWionV, ThUeaWV and OSPV aV oXWlined in Whe 
SecXUiW\ TaUgeW [1] WhaW noW coYeUed b\ Whe TOE Vhall be fXlfilled b\ Whe 
opeUaWional enYiUonmenW of Whe TOE. 
PoWenWial XVeU of Whe pUodXcW Vhall conVideU Whe UeVXlWV of Whe ceUWificaWion ZiWhin 
hiV/heU V\VWem UiVk managemenW pUoceVV. AV aWWack meWhodV and WechniqXeV 
eYolYe oYeU Wime, he/Vhe VhoXld define Whe peUiod of Wime ZheUeb\ a Ue-
aVVeVVmenW of Whe TOE iV UeqXiUed and conYe\ VXch UeqXeVW Wo Whe VponVoU of 
Whe ceUWificaWe. ThiV iV eVpeciall\ Vo aV Whe fiUmZaUe of Whe TOE coXld noW be 
XpdaWed.  
The poWenWial XVeU iV Ueminded WhaW Whe adminiVWUaWiYe feaWXUeV Zill be blocked 
peUpeWXall\ in Whe eYenW WheUe iV 8 conVecXWiYe failed adminiVWUaWiYe login 
aWWempWV. ThiV acceVV cannoW be UeVWoUed once blocked. 
In addiWion, Whe poWenWial XVeU VhoXld noWe Whe fXncWionaliWieV liVWed in VecWion 5.4 
WhaW aUe noW eYalXaWed and deWeUmine WhaW WheVe e[clXVionV aUe accepWable foU 
hiV/heU XVage.  
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11 AFURQ\PV 
CCRA Common CUiWeUia RecogniWion AUUangemenW 
CC Common CUiWeUia foU IT SecXUiW\ EYalXaWion 
CCTL Common CUiWeUia TeVWing LaboUaWoU\ 
CSA C\beU SecXUiW\ Agenc\ of SingapoUe 
CEM Common MeWhodolog\ foU InfoUmaWion Technolog\ SecXUiW\ 

EYalXaWion 
cPP CollaboUaWiYe PUoWecWion PUofile 
EAL EYalXaWion AVVXUance LeYel 
ETR EYalXaWion Technical RepoUW 
IKE InWeUneW Ke\ E[change 
IT InfoUmaWion Technolog\ 
PP PUoWecWion PUofile 
SAR SecXUiW\ AVVXUance ReqXiUemenW 
SCCS SingapoUe Common CUiWeUia Scheme 
SFP SecXUiW\ FXncWion Polic\ 
SFR SecXUiW\ FXncWional ReqXiUemenW 
ST SecXUiW\ TaUgeW 
TOE TaUgeW of EYalXaWion 
TSF TOE SecXUiW\ FXncWionaliW\ 
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